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Emergency Call

At the beginning of March we were called to 
collaborate in an incident:

• An alert about many files with extension 
modification on a server

• In a few minutes, several services interrupted

• ~30 encrypted servers (virtual on-prem and 
cloud)

RANSOMWARE



First step – knowing your enemy



Initial attack vector
o Vulnerability CVE-2023-47246 Sysaid

o Path Traversal ending up in code
excecution

o Published 08 novembre
o First compromise: 14 novembre 2023 –

more tan 3 month ago
o Exploited múltiples times
o ~40 webshells introduced
o Probably independent actors

o Exploited by RedRansomwareGroup or
Access brokers?



Attack chain and TTPs

Where do you see Cobalt Strike, Empire, 
Sliver, Bloodhound… ?



Living off the Land (LotL)

● A way of using native or pre-installed or 
common tools, scripts, commands, and 
functionalities on a compromised system to 
carry out the execution of the attack.

● The attacker don’t need to download 
additional malware or install additional tools, 
thus minimizing detection risks

● Highly effective evading even the most 
advanced protections



RMM (Remote Monitoring & Management)

● SimpleHelp Remote Access

○ Installed through Jwrapper

○ Client-server architecture

○ Server hosted at http://64.31.63.240/access

● AnyDesk

● ScreenConnect

● eHorus Agent

● Splashtop Streamer

● AteraAgent
• Deployed by Access Brokers
• Sometimes included as part of 

another tool (even the EDR!!)

http://64.31.63.240/access


RMM (Remote Monitoring & Management)

● Users.dll – custom C&C listener
○ Hidden in C:\Windows\System32

○ C&C URL: https://cl1p.net/101012 (35.162.44.29, Amazon)



Lateral movement
● Hashes extracted from LSASS with Procdump (MS Sysinternals)

C:\Programdata\p64.exe -accepteula -ma lsass.exe C:\Programdata\o.dmp

● SMBExec (Impacket) to enable Restricted Admin Mode, for Pass-the-Hash lateral 
movement through RDP:

Obfuscated command:

%COMSPEC% /Q /c echo powershell -exec bypass -enc

TgBlAHcALQBJAHQAZQBtAFAAcgBvAHAAZQByAHQAeQAgAC0AUABhAHQAaAAgACIASABLAEwATQA6AFwAUwB5AHMAdABlAG0AXABDAHUAcgByAGUAbgB0AEMAbwBuAHQAcg

BvAGwAUwBlAHQAXABDAG8AbgB0AHIAbwBsAFwATABzAGEAIgAgAC0ATgBhAG0AZQAgACIARABpAHMAYQBiAGwAZQBSAGUAcwB0AHIAaQBjAHQAZQBkAEEAZABtAGkAbgAi

ACAALQBWAGEAbAB1AGUAIAAiADAAIgAgAC0AUAByAG8AcABlAHIAdAB5AFQAeQBwAGUAIABEAFcATwBSAEQAIAAtAEYAbwByAGMAZQA= ^> 

\\127.0.0.1\C$\__output 2^>^&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c %TEMP%\execute.bat & del %TEMP%\execute.bat

Deofuscated command:

%COMSPEC% /Q /c echo powershell -exec bypass -enc New-ItemProperty -Path "HKLM:\System\CurrentControlSet\Control\Lsa" -Name

"DisableRestrictedAdmin" -Value "0" -PropertyType DWORD -Force > \\127.0.0.1\C$\__output 2^>^&1 > %TEMP%\execute.bat & %COMSPEC% 

/Q /c %TEMP%\execute.bat & del %TEMP%\execute.bat



Exfiltration
● Typical and well know file transfer tools:

○ Filezilla

○ Rclone

○ WinSCP

○ …

● Sent to common, non-suspicuos cloud
services:
○ Put.io

○ MEGA

○ Dropbox

○ …



Persistence

• Creation of multiple users, both local 
and workgroup

• Added to local administrator groups on 
affected computers

• Native Windows commands (quser y 
net)



EDR Evasion
● Legit Antirootkit tools:

○ GMER: http://www.gmer.net/

○ Avast Anti-Rootkit Driver
(asWarPot.sys)

● Used to stop antivirus/EDR or 
similar processes

http://www.gmer.net/


Deploy at-scale & automation

• PDQ Deploy:
o Centralized Asset Management Software
o Used for mass deployment of scripts on multiple devices.
o XML-based containing automated deployment instructions



RedRansomware Group Routines:

1. Delete well-known EDR records, preventing them from starting
2. Configure AnyDesk and Screenconnect autoboot
3. Create a service named “ekrnEpfwFF” that ensures the start of AAA.ps1, previously

created, at OS boot:
a. The AAA.ps1 (obfuscated) script copies the Encrypter binary to the C:\programdata

path, creates and executes powershell scripts (S01.ps1 and S02.ps2) responsible for
executing the encrypter, and removes traces, including the scripts.

4. Create user Administrador2 (pass P@ssw0rd1234!), in Autologon mode
5. SMB connection to destination server to be encrypted, with Workgroup user test

(P@ssw0rd123)
6. Copyi the AAA.ps1 script in C:\programdata of each computer to be encrypted

Deploy at-scale & automation



Other tools
● Win-PTY - https://github.com/rprichard/winpty

○ Legitimate tool that provides a Unix pseudo-
terminal-like interface to communicate with 
Windows console programs

○ Allows CMD commands to be sent more 
conveniently/quickly/stably

○ Used for post-exploitation after connecting via 
RMM

● NSSM (Non-sucking Service Manager) -
https://nssm.cc/

○ Legitimate tool for service management on 
Windows operating systems.

○ Used to install certain tools (RMM) as a service

https://github.com/rprichard/winpty
https://nssm.cc/


Script obfuscation
● Unsophisticated technique, based on character replacement

S01.ps1 (deleted):

● Turn off Windows Defender and its modules

● Permissions modification

● Stops and disables certain services and processes (Veeam, Barracuda, Trend, Cylance, sql, etc).

● Shadowcopy removal with vssadmin.exe, wmic, and Get-WmiObject

● Disable System Recovery with bcdedit

● Clear system event logs with Get-EventLog and Clear-EventLog

S02.ps1:
● Define a key (MD5 hash) and run the encrypter:

● In C:\ avoid encrypting certain folders:

○ “Windows”, “Program”, “users”, “driver”, “boot”

C:ProgramdataAAQQ.exe <key> <disk_unit>



Conclusions and thoughts

Criminals, especially financially motivated, follow KISS principle (Keep-it-
Simple&Stupid)

EDR/XDR can be evaded – consider gap between detection and block time

Deploy speed since intrusion is increasing thanks to automation

As Incident Responder, you need to avoid Survival Bias – The alerts we see 
only show us what was detected, we don’t see what wasn’t detected 

In-depth security, special focus to privileged domain users

Keep always all evidence: how long, which verbosity level, what format



Thank you!

¿Do you have more questions?

info@beaconlab.mx
+52 55 5015 3100

beaconlab.mx
cybolt.com

Cybolt

Cybolt_security
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